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This policy sets out how the Training Transferable Skills (TST) uses digital filtering and monitoring to safeguard learners, staff and visitors while using college IT systems and the internet. The college uses SENSO as part of its commitment to providing a safe, secure and supportive online learning environment. Filtering and monitoring are implemented to reduce exposure to harmful content, identify potential safeguarding concerns, support learner wellbeing and ensure compliance with statutory safeguarding, Prevent and data protection duties. All monitoring is carried out lawfully, proportionately, and with due regard to individual privacy.

1. Purpose
This policy outlines how the college implements digital filtering and monitoring to:
· Safeguard learners and staff
· Prevent access to harmful or illegal content
· Support learner wellbeing
· Meet statutory duties under:
· Keeping Children Safe in Education (KCSIE) September 2025
· Prevent Duty
· UK GDPR
· Education for a Connected World

2. Scope
This policy applies to:
· All learners (including pre and post 16 learner)
· All staff
· Visitors using college systems
· All college-owned devices
· Any use of college internet or network services
· Remote learning when learners are logged into college accounts

3. Filtering & Monitoring System
The college uses SENSO to:
· Monitor on-screen activity in real time
· Detect safeguarding risks
· Track digital behaviour
· Apply intelligent alerts
· Support classroom management
4. What Is Filtered & Monitored
Filtered Content Includes (but is not limited to):
· Sexual, pornographic or explicit material
· Extremism and radicalisation content
· Violence and self-harm content
· Gambling websites
· Hate speech
· Illegal downloads
· Malicious software
Monitored Activity Includes:
· Screen activity during lessons
· Keywords linked to:
· Self-harm or suicide
· Radicalisation
· Abuse or exploitation
· Criminal behaviour
· Attempts to bypass filtering
· Inappropriate messaging or web searches

5. Safeguarding & Wellbeing
SENSO is used as a safeguarding tool, not surveillance software.
Monitoring helps staff to:
· Identify learners in distress
· Prevent online exploitation
· Protect vulnerable and SEND learners
· Support early intervention
· Meet Prevent obligations

6. Roles & Responsibilities
Heads of College & senior leadership
· Approves and reviews the policy
· Ensures statutory compliance
· Overall responsibility for implementation
· Ensure staff training
Designated Safeguarding Lead (DSL)
· Receives safeguarding alerts
· Manages safeguarding referrals
· Keeps records of digital safeguarding concerns
IT Manager / Network Manager
· Maintains filtering levels
· Ensures system security
· Logs incidents
Teaching & Support Staff
· Supervise learners online
· Act on SENSO alerts immediately
· Report safeguarding concerns via college procedures
Learners
· Use IT systems responsibly
· Follow the Acceptable Use Policy
7. Data Protection & Privacy
The college complies with:
· UK GDPR
· Data Protection Act 2018
Key principles:
· Monitoring is proportionate and lawful
· Data is:
· Secure
· Access-restricted
· Used only for safeguarding and behaviour support
· No monitoring happens on personal devices not connected to the college network
Learners and parents are informed through:
· Acceptable Use Policy
· Induction materials
· Website privacy notices

8. Alerts & Interventions
SENSO alerts may trigger:
· Immediate classroom intervention
· Pastoral support referral
· Safeguarding referral to the DSL
· Prevent referral (where required)
· Behavioural sanctions (where appropriate)
All responses follow:
· College safeguarding policy
· Behaviour policy
· Staff code of conduct

9. SEND & Vulnerable Learners
The system is used sensitively for learners with:
· Learning disabilities
· Autism
· Mental health needs
· SEMH profiles
Monitoring supports:
· Risk prevention
· Emotional wellbeing
· Online safety learning
· Trauma-informed interventions

10. Staff Training
All staff receive training in:
· Online safety
· SENSO use in the classroom
· Safeguarding procedures
· Prevent awareness
· Data protection
Training is refreshed annually.

11. Review & Evaluation
This policy is reviewed:
· Annually
· After any serious safeguarding incident
· Following changes to legislation or inspection guidance

12. Key Linked Policies
This policy should be read alongside:
· Safeguarding & Child Protection Policy
· Behaviour Policy
· Staff Code of Conduct
· Prevent Policy
· Data Protection Policy
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