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1. Purpose
This policy sets out how the college ensures the safe, responsible, and appropriate use of the internet, digital technologies, and online platforms.
The college is committed to:
· Safeguarding learners online
· Preventing abuse, exploitation, bullying, and radicalisation
· Promoting safe and responsible digital behaviour
· Complying with statutory safeguarding and Prevent duties

2. Scope
This policy applies to:
· All learners
· All staff, volunteers, and visitors
· All digital platforms including:
· Email
· Microsoft Teams 
· Social media (where linked to college activity)
· All devices:
· College-owned equipment
· Personal devices used for learning

3. Key Risks Addressed
This policy protects against:
· Online grooming and exploitation
· Cyberbullying and harassment
· Radicalisation and extremism
· Exposure to harmful or illegal content
· Sexting and sharing of indecent images
· Identity theft and online fraud
· Inappropriate use of AI and digital tool

4. Legal & Statutory Framework
The policy aligns with:
· Keeping Children Safe in Education (KCSIE)
· The Prevent Duty
· Data Protection Act 2018
· UK GDPR
· Equality Act 2010
· Anti-Bullying Policy
· Equality & Diversity Policy
· Health & Safety Policy
· Prevent Policy
· Safeguarding Policy

5. Roles & Responsibilities
Governing Body / Senior Leaders
· Ensure effective online safety systems are in place
· Provide resources and monitoring
Designated Safeguarding Lead (DSL)
· Lead on online safeguarding concerns
· Manage referrals to external agencies
· Provide staff guidance
All Staff
· Model safe and professional online behaviour
· Report concerns immediately
· Follow acceptable use rules
· Never privately message learners outside approved platforms
Learners
· Use technology safely and respectfully
· Report any online safety concern
· Follow the Acceptable Use Policy

6. Acceptable Use of Technology
Users MUST:
· Keep passwords secure
· Communicate respectfully
· Use approved college systems only
· Report harmful or worrying content
Users MUST NOT:
· Access inappropriate, extremist, or illegal material
· Cyberbully, harass, or threaten others
· Share personal data or images without consent
· Record meetings without permission
· Bypass security or filtering systems
Breaches may lead to disciplinary action or safeguarding referral.

7. Safeguarding & Reporting Concerns
All concerns must be:
· Reported immediately to the DSL or Deputy DSL
· Logged on the college safeguarding system
· Acted upon in line with safeguarding procedures
Concerns include:
· Inappropriate messages
· Sexual exploitation
· Extremist content
· Cyberbullying
· Online threats or coercion

8. Filtering & Monitoring
The college ensures:
· Appropriate web filtering in line with statutory guidance
· Active monitoring of digital activity
· Alerts for:
· Self-harm
· Extremism
· Sexual exploitation
· Violence

9. Use of Social Media
· Staff must not:
· Add learners as personal contacts
· Share personal contact details
· Learners must:
· Not post abusive or defamatory content
· Not impersonate others
· Not bring the college into disrepute online

10. Online Teaching & Remote Learning
· Only approved platforms may be used
· All sessions must be:
· Professional
· Recorded where appropriate
· Monitored for safeguarding
· Staff must:
· Dress professionally
· Use neutral backgrounds
· Avoid 1:1 private messaging

11. SEND & Vulnerable Learners
The college recognises that most learners may be at increased risk online due to:
· Learning difficulties
· Communication needs
· Mental health needs
Additional safeguards include:
· Supervised access
· Filtered devices
· Digital safety education
· Support staff monitoring

12. Education & Training
The college provides regular:
· Online safety training for staff
· E-safety lessons for learners
· Prevent awareness training
· Digital citizenship education

13. Data Protection & Privacy
All personal data must be:
· Stored securely
· Only accessed by authorised users
· Never shared on non-approved platforms

14. Managing Incidents & Sanctions
Responses may include:
· Safeguarding intervention
· Device access restriction
· Disciplinary action
· External agency referral
· Police involvement (if required)

15. Policy Monitoring & Review
This policy will be:
· Reviewed annually
· Updated after safeguarding incidents
· Reviewed following national guidance updates
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